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Introduction
Virtualization is a technology that has greatly beneﬁted businesses around the globe. The technology has a signiﬁcant impact on the modern IT landscape and today plays a key role in the development and delivery of cloud computing solutions.
However, the adoption of this advanced technology has major security implications on businesses
today. The adoption of Virtualization has opened
doors to a broad range of challenges for businesses in the industry. Especially, for organizations
that are PCI regulated and required to comply
with PCI DSS Standards, the challenges in this
area only seem to grow.
For most businesses, security is clearly the top
priority. More so, for PCI-regulated businesses,
their security teams are expected to tackle sophisticated cyber-attacks and deal with the rapidly
evolving IT infrastructure. So, clearly, with the
increasing adoption of virtualization the fundamental implications of security and sustaining
compliance with PCI DSS is a major concern. Covering top risks of virtualization and mitigation strategies, the article explains various PCI Compliance
challenges and ways to tackle them.

PCI DSS & Virtualization
Virtualization is the most trending and highly discussed topic in the area of
digital payments. The technology oﬀers many beneﬁts in terms of reliability, cost-eﬃciency, management, and scalability. However, these beneﬁts
come along with their share of challenges. Virtualized environments pose
a huge security challenge for businesses. Addressing this issue the Payment Card Industry Security Standards Council released PCI Data Security
Standard Guidelines for Virtualization of System Components. With this,
adapting virtualization for the Cardholder Data Environment (CDE) without
appropriate evaluation and implementation of relevant measures may
result in non-compliance.
The PCI DSS Virtualization guidelines are designed to help merchants
understand and mitigate the security risks in a virtual environment. With
an increasing number of businesses adopting virtualization, it is essential
that such system components comply with PCI DSS. The PCI DSS Virtualization Guideline focuses on the diﬀerent classes of virtualization, and also
suggests how virtual environment should be deployed to comply with PCI
DSS. A cardholder data environment that relies on virtualization can be
eﬀectively secured by implementing operational and process-level security controls. That said, businesses must implement necessary information
security controls during the planning, deployment, and maintenance
phase to ensure compliance.
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The PCI DSS Virtualization Guidelines focuses on four principles
for virtualization to meet PCI Standards:
•

If virtualization technologies are used in a cardholder data
envi ronment, PCI DSS requirements must be applied.

•

Virtualization technologies introduce new risks that may not
be relevant to other technologies.

•

Businesses must perform thorough due diligence to identify
and document their virtualized implementations, including all
interactions with payment transaction processes.

•

Depending upon how virtualization is used and implemented,
speciﬁc controls and procedures will vary for each environment.

Organizations should consult experts before adopting the technology for
their digital payment environment. Understanding the implications and
risk involved is critical for achieving compliance. That said, given below
are some of the security and

expose systems to a range of internet-based attacks which is similar to
the possible threats resulting due to the misconﬁguration on a physical ﬁrewall. So, the even most securely conﬁgured virtual systems and
networks will still need implementation of physical security controls
for the protection of hardware. For these reasons, hardware systems
cannot be completely oﬀ guard when it comes to securing systems
and infrastructure.

2. Hypervisor creates a new attack surface

The hypervisor also known as Virtual Machine Monitor provides a
single point of access into the virtual environment. So, misconﬁguration of the hypervisor can result in security failure of all virtual machines hosted on it. So, no matter how secure the individual virtual machines or components may be conﬁgured, a compromised hypervisor
can expose systems to risk and also unauthorized access to the sensitive virtual system. Further, the hypervisor may also create a new
attack surface and open doors to direct attacks.

compliance challenges of implementing
Virtualization.

Security and Compliance Challenges
of Virtualized Environment
Virtualization oﬀers a range of beneﬁts to
businesses, enabling a great level of ﬂexibili
ty, eﬃciency, and scalability in their IT infrastructure. However, for organizations that are required to manage and secure sensitive data, virtualized
environments pose a host of challenges as mentioned below.

1. Vulnerabilities in the Physical Environment Apply in a Virtual
Environment
Physical threats and vulnerabilities also apply to virtual implementations.
Similar to the attacks and vulnerabilities that exist in physical infrastructure,
virtual systems and networks are also subject to the same vulnerabilities.
So, for instance, applications that have conﬁguration ﬂaws or vulnerabilities
will also have those in the virtual implementation when installed. Another
good example of this would be a poorly conﬁgured virtual ﬁrewall that can

Any vulnerabilities in hypervisor isolation technology, access controls,
security hardening, and patching can result in attackers exploiting and
gaining access to VMs. So, unless appropriately conﬁgured and access
is restricted to least privilege, even a secure hypervisor can potentially
be exploited.

3. Increased Complexity of Virtualized Systems and Networks
Virtualization can encompass both systems and networks which may
involve the transmission of data through the hypervisor, or even over
virtual network connections or through virtual network security like
virtual ﬁrewalls. While such conﬁgurations provide operational beneﬁts, but it also increases the complexity of system/network
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functioning. That said, it will accordingly require additional security controls and complex policy management to ensure appropriate implementation of security at each level. Increased complexity and added
potential vulnerabilities in virtual operating systems and applications,
may result in misconﬁguration or creating new threat surface unforeseen by the system designers. Such vulnerabilities could result in signiﬁcant compromise across the entire virtual and physical environment as
well.

4. More Than One Function per Physical System
In the virtual environment compromise in even one virtual system function could result in compromise of other functions on the same physical system. Compromised Virtual Machines may use virtualization-layer
communication mechanisms to launch attacks on other Virtual Machines on the same host or even the hypervisor. So, these multiple functions hosted on one system increase the possible scope of compromise
should an attacker gain physical access to the host system. While the
Virtualization technology may mitigate the risk by segregation of diﬀerent functions, yet one must consider the risk associated with locating
multiple functions or components on a single physical system.

5. Mixing VMs of Diﬀerent Trust Levels
There is always
a huge risk of
hosting multiple
Virtual Machines
with diﬀerent levels
of security on the
same host. This
needs careful
evaluation because
a Virtual Machine
with a lower level of
security controls can
also impact the
security of Virtual Machines with higher security controls.

The lower level security control can be easily compromised resulting in opening doors to the higher-risk and exposure to even sensitive Virtual Machines on the same system. So technically hosting
Virtual Machines of diﬀerent security levels on the same hypervisor or
host reduces the overall security for all components. With increased risks
and conﬁguration challenges, the security and risk level associated with
each Virtual Machine function should be considered when designing the
virtualized system. Further systems that store cardholder data require a
higher security level than the ones having non-sensitive data stored.

6. Lack of Separation of DutiesIn a virtualized environment having access to the hypervisor would mean
gaining access to a broad range of systems, networks, and key infrastructure components. This may include access to switches, ﬁrewalls, payment
applications, log-aggregation servers, databases, etc. Such increased
access to multiple virtual devices and functions from a single logical

location or a user can result in a security collapse. This is why deﬁning
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unaware of the same. Such machines are also most likely to
have not been included in the updated access policies and may
also be excluded from security and monitoring procedures.
Looking at this, it is clear that inactive Virtual Machines create a
viable security threat. For these reasons it should be identiﬁed
and tracked so appropriate security controls can be applied.

8. Virtual Machine Images and Snapshots
Virtual Machine images and snapshots quickly deploy or
restore virtual systems across multiple hosts within a short
period. However, these VM images and snapshots may capture
separate roles/duties is crucial in a virtual environment. But deﬁning
roles and maintaining separate authority for access can be very challenging. For instance, having a separate role deﬁned for network administrator and server administrator and having diﬀerent access policies across
the distributed virtualized environment can be very diﬃcult. Here the
risk of failing to appropriately deﬁne roles and access policies can result
in a signiﬁcant security compromise.

sensitive data present on the system at the time the image was taken,
including contents of active memory. This could result in the inadvertent
capture, storage, or even deployment of sensitive information throughout the environment. Moreover, if such images are not appropriately
secured can result in modiﬁcation, unauthorized access, and insertion of
vulnerabilities or malicious code into the image. This could then further
lead to deployment of vulnerabilities throughout the environment leading to rapid compromise of multiple hosts.

7. Dormant Virtual Machines

9. Immaturity of Monitoring Solutions

Virtualized platforms often house dormant Virtual Machines that may
no longer be in use. These dormant machines could however still have
several sensitive data such as authentication credentials, encryption
keys, or critical conﬁguration information stored in them. Since the machines are not in use they may often be overlooked and inadvertently
left out of scope during the security procedures. Sensitive data captured
in its dormant state results in unintentional storage and only gets discovered in an event of a data breach. Further, Inactive machines get neglected and likely not be updated with the latest security patches, resulting in
the system being exposed to known vulnerabilities and organizations

While virtualization oﬀers beneﬁts in terms of operational eﬃciency and
management yet it falls short of technology and solutions for monitoring
and logging virtual environment. The tools to monitor the virtual networks, virtual ﬁrewalls, virtual compliance systems, etc. are not as
mature as their physical counterparts. They do not provide the same
level of insight or monitoring within intra-host communications or traﬃc
ﬂowing between Virtual Machines on a virtual network. Specialized tools
for monitoring and logging virtual environments are required to capture
the level of detail from multiple systems and network components,
including hypervisors, management interfaces, virtual machines, host
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General Recommendations for Risk Mitigation

systems, and virtual appliances.

10. Information Leakage between Virtual Network Segments
The potential risks of information leakage between logical network segments should be understood when considering network virtualization.
Information leakage at the data plane results in sensitive data existing
outside of known locations, circumventing the data protection controls
that would otherwise apply. Information leakage at the control plane or
management plane can be exploited to enable information leakage at
the data plane or to inﬂuence network routes and forwarding behavior
to bypass network-based security controls. Ideally, virtualization capabilities at all three planes of operation in the network infrastructure should
provide controls and features to secure the virtualized infrastructure at
a level equivalent to individual physical devices.

11. Information Leakage between Virtual Components
Information leakage between virtual networks can occur when there are
multiple access granted for components on the same host. One compromised component can result in an attacker gaining access to other components in the same host. This can result in gaining access to sensitive
information from multiple components and potentially leading to further compromise. Even a misconﬁgured hypervisor can lead to information leakage between hosted virtual components and networks. It is
therefore essential that all physical resources such as memory, CPU, network, are isolated to prevent information leakage between Virtual Machines and other components or networks on the same host.
With this, the PCI Council has provided recommendations and standards
for best practices to implement for the virtual environment to ensure
PCI DSS Compliance and for risk mitigation. Given below are some of the
recommendations outlined in the oﬃcial guide.

1. Evaluate risks associated with virtual technologiesEntities should ﬁrst evaluate the risks concerning the implementation of
virtual technology in their environment. The technology should be only
deployed after considering all the pros and cons of virtual solutions and
after deﬁning a set of eﬀective systems, applications, data, and environmental controls for the same. The risk evaluation and management
should be accurately documented as part of this risk assessment process to ensure that all risk areas are identiﬁed and appropriately mitigated. Risk Assessment should be an ongoing annual process for Virtualized environments and system components.

2. Understand the Impact of Virtualization to scope of the CDE
Virtualization makes systems and network conﬁgurations complicated.
Consolidating the environment into one or more physical hardware platforms makes it diﬃcult to determine the boundaries or scope of the
Cardholder Data Environment. For these reasons, the scope of PCI DSS
across virtual components must be thoroughly evaluated, veriﬁed, and
documented. The environment should be evaluated using the guidance
provided in the Scope of Assessment for Compliance with PCI DSS
Requirements. Designing virtualized components need careful attention
and consideration, taking into account even components out of scope to
meet the PCI DSS security requirements. This will provide a secure baseline for the entire virtual environment and also reduce the overall complexity and risk associated with managing multiple security proﬁles. It
also lowers the additional eﬀort required to maintain and validate compliance of the in-scope components. So, it is technically recommended
that any part or components on a single hypervisor should be considered in-scope to ensure tight security measures for the environment.
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3. Restrict Physical Access
Hosting multiple components on one physical system could greatly
increase the possibility of unauthorized access to that host system.
Therefore physical access controls are essential in virtualized environments to strengthen the security measures and mitigate the associated
risks. Entities must consider the potential risk and impact of an unauthorized or malicious individual gaining simultaneous access to all virtual
machines, networks, security devices, applications, and hypervisors on
a single host. It is also important to ensure all the unused physical interfaces are disabled, and physical or console-level access is restricted and
monitored.

4. Implement Defence in Depth
Implementing defense-in-depth for a virtualized environment is crucial.
Appropriate security controls should be identiﬁed and implemented in
a virtualized environment that provides the same level and depth of
security as in a physical environment. Entities must consider implementing security controls to each technical layer, including physical device,
hypervisor, host platform, guest operating systems, VMs, perimeter network, intra-host network, application, and data layers. Further, physical
controls, documented policies and procedures, and training of person

nel should also be a part of a defense-in-depth approach to secure the
virtual environment. Adopting a defense-in-depth approach that encompasses preventive, detective, and responsive controls is the best practice for securing data and other virtual systems and networks of an organization.

5. Isolate Security Functions
The security features for the virtual machine should be implemented
the same way as for the physical environment. In fact, it is recommended that the security requirement to be enforced for the virtualized
system should be stringent, especially in a way that it complicates the
eﬀorts required by an attacker to compromise multiple Cardholder
Data Environment system components. There should be multiple layers
of security with the level of isolation between security functions in a way
that they can be considered as being installed on separate machines.
For instance security controls, processes controlling network segmentation, and the log aggregation function that would detect tampering of
network segmentation controls should not be combined and should
implement each security function in isolation. This strengthens the
defense against unknown threats and makes hacking complicated for
the attacker.
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6. Enforce Least Privilege and Separation of Duties
Entities should enforce limited access controls for administrative access
to the hypervisor. This should be implemented depending on the level
of risk exposure evaluated in the environment. Entities should consider
implementing two-factor authentication or establish dual or split-control of administrative passwords between multiple administrators. Further, access controls for both local and remote access to the hypervisor
and management system should be periodically assessed. For every
virtual component appropriate role-based access controls (RBAC) and
separation of duties must be established to prevent unauthorized
access to resources. Administrative privileges should also be appropriately segregated or it may result in undetected tampering and data loss.
As a best practice, administrative access should be restricted based on
speciﬁc virtual machine functions, virtual networks, hypervisor, hardware, application, and data storage.

7. Evaluate Hypervisor Technologies
Testing the security of the hypervisor before deployment is highly recommended. There should also be appropriate patch management and
other security controls in place to respond to threats and exploits. Entities must identify and implement technologies that facilitate strong security practices as not all hypervisors or virtual machine management
have the functionality to support appropriate security controls.

8. Harden the Hypervisor
Hypervisor platforms should be deployed in a secure manner adopting
the industry-d best practices and security guidelines. Careful management of virtual system conﬁgurations, patching, and change-control processes are essential to ensure that all hypervisor changes are monitored, authorized, fully tested, and carefully controlled. Due to the potential severity of a hypervisor compromise, patches, and other mitigating
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controls should be deployed as soon as possible whenever new
security vulnerabilities are discovered and include immediate testing
for the vulnerability to conﬁrm the risk has been addressed. Because
the hypervisor represents a single point of failure, an unauthorized or
malicious modiﬁcation could threaten the integrity of all hosted systems in the environment. Other additional controls recommended for
the hypervisor and signiﬁcant management tools include implementing restricted administrative functions, multi-factor authentication for
all administrative functions, separate administrative functions,
monitor audit logs to identify suspicious activities, separate duties
for administrative functions, and verify security control solution support virtualization to
minimize the risk of compromise to the hypervisor.

•

Validate the integrity of the cryptographic key-management
operations;

•

Harden individual virtual hardware and containers;

•

Other security controls as applicable.

10. Deﬁne Appropriate Use of Management Tools
Management tools allow administrators to perform system back-up,
restore, remote connectivity, migration, and conﬁguration changes to
virtual systems. Since Management tools directly impact
the security and functioning of the in-scope components they should also be considered in scope. Moreover, entities should enforce limited access to
management tools based on the job requirement.
Segregation of roles and responsibilities is highly
recommended for management tool functions, and
the use of management tools should be regularly
monitored and logged for enhanced security.

9. Harden Virtual Machines & Other
Components
Every virtual machine must be installed and
conﬁgured securely in accordance with the
industry best practices and security guidelines. The recommendations provided for
hardening the hypervisor are also applicable
to all virtual machines and components. Further, every security control implementations
should be evaluated individually to conﬁrm.

11. Recognize the Dynamic Nature of Virtual
Machines
Virtual Machines are data that can reside in an active state on
a hypervisor or in a dormant state. Dormant VMs may possibly contain sensitive information and other virtual device conﬁguration details. So implementing measures for access to

•

Removal of unnecessary interfaces, ports, devices, and services,

•

Ensure secure configuration of all virtual network interfaces and
storage areas.

•

Limit the usage on virtual machines, and ensure hardening of
operating systems and applications in a virtual machine.

•

Send logs to separate, secured storage as close to real-time

dormant VMs should therefore be restricted, monitored, and carefully
controlled. Inactive VMs should be secured equally with the same level
of sensitivity and have the same safeguards as any other cardholder
data store. Further, entities should evaluate migration paths of inactive
VMs, take backups of VMs (active VMs, and inactive VMs) and securely
delete the data when no longer needed. Implementing an eﬀective
change-management, monitoring, and alerting processes is essential
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to ensure only authorized VM’s are added to and removed from the environment, and all related activities are recorded and monitored.

12. Evaluate Virtualized Network Security Features
Eﬀective security measures at the data plane, control plane, and management plane should be implemented for any deployment of virtualized
network infrastructure. This minimizes the possibility of direct and indirect vulnerability impact on all three operational planes and compromise
of the virtual network devices. It is important to ensure that the underlying physical components are adequately isolated and secured leaving no
scope or path between virtual network devices for vulnerabilities to percolate. Entities must maintain security isolation between virtualized network devices in a way that virtual systems are treated as separate hardware. Every virtualized device should have independent access-controlled conﬁgurations. Further, the audit trails for virtual infrastructures
should be detailed in a way that facilitates the identiﬁcation of access
and activities performed on every virtual component. Not just that, the
access controls implemented should be the least privilege for each
device and across the entire platform.

13. Clearly deﬁne all Hosted Virtual Services
In cases where entities use shared hosting where the service providers
virtualize their oﬀerings, provisioning separate workloads to customers
rather than provisioning separate physical systems, the entities should
ensure there is an enforcement of administrative, process, and technical
segmentation to isolate every hosted entity’s environment. This isolation
should include the implementation of all PCI DSS controls, including but
not limited to segmented authentication, network and access controls,
encryption, and logging. It is also critical to ensure that all responsibilities
for maintaining controls that could aﬀect the security or integrity of sensitive data or that could impact the entity’s PCI DSS compliance should be
well-deﬁned and documented in a formal agreement.
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14. Understand the technology
Virtualized environments are very diﬀerent from the traditional
physical environment. So entities must understand the virtualization technology to eﬀectively evaluate and secure their environment. Entities must also be aware of the industry best practice
and guidelines for securing virtualized environments. Entities
must take guidance from insightful resources and publication like
The Center for Internet Security (CIS), International Organization
for Standardization (ISO), ISACA (formerly the Information Systems Audit and Control Association), National Institute of Standards Technology (NIST), SysAdmin Audit Network Security (SANS)
Institute to name a few for eﬀective implementation of security
controls and standards.

Conclusion
Entities need to understand that there is no speciﬁc solution for securing
data in a virtualized environment. However, as outlined in the PCI DSS
standard guidelines, it is a mandate to implement all the 12 requirements including the use of ﬁrewalls, encryption, prohibition of direct
public access to the Internet, system hardening, deploying antivirus, and
two-factor authentication for remote access, logging, and intrusion-prevention systems in the virtual and cloud environments. Neglecting these
requirements will result in heavy penalties such as ﬁnes, increased transaction fees, or even losing the right to access a payment card network’s
resources. The process may seem quite complicated for entities to implement PCI compliance in a virtual environment. So, it is highly recommended that entities obtain professional guidance to make it a hassle-free process. An experienced professional can perform a PCI gap
assessment that addresses speciﬁc requirements for application, network, physical, and database compliance and accordingly guide entities
in implementing security measures and achieve PCI compliance for virtual and cloud environment.
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